
  
 
 

 

 

 

 

 

  

 

 

 

 
 
 Patients value the privacy of their health 

information, and data segmentation in health 
information technology (health IT) allows them to 
have more detailed control over electronic versions 
of that health information. “Data segmentation” is 
the term often used to describe the electronic 
labeling or tagging of a patient’s health information 
in a way that allows patients or providers to 
electronically share parts, but not all, of a patient 
record. 

The Office of the National Coordinator for Health 
Information Technology (ONC) encourages 
providers and organizations involved in electronic 
health information exchange to develop policies and 
technical approaches  that offer patients more 
consent choices than simply having all or none of 
their information shared. 

Sponsored by the Office of the Chief Privacy Officer 
(OCPO), the Data Segmentation for Privacy (DS4P) 
Initiative made important progress towards improving 
the ability of sensitive health information, specifically 
substance abuse patient records, to flow properly, so 
that patients get the care they need without fear of 
stigma. The DS4P Initiative boasted 344 participants, 
who are listed on the DS4P. Of those, 110 were 
committed members and 103 were committed 
organizations. The DS4P Initiative met its two goals, 
which were to: 

1. Demonstrate how standards can be used to 
support current privacy policies for sharing sensitive 
health information across organizational boundaries 

2. Develop standards which will enable sensitive 
electronic health information to flow more freely to 
authorized users while improving the ability of health 
information technology (health IT) systems to 
implement current privacy protection requirements for 
certain types of health care data, such as substance 
abuse patient records. 

 

 

 

Healthcare Consent Management 

Following up on the standards and guidelines 
developed from the DS4P initiative, The U.S. 
Substance Abuse and Mental Health 
Administration (SAMHSA) developed 
Consent2Share - an open source tool for consent 
management and data segmentation designed to 
integrate with existing Electronic Health Record 
(EHR) and Health Information Exchange (HIE) 
systems. The C2S tool will enable patients to 
have more meaningful choice when sharing their 
health information and supports the exchange of 
sensitive behavioral health information in 
compliance with diverse federal and state privacy 
regulations. The Consent2Share architecture is 
comprised of two major components: 

1. Patient Consent Management (PCM) - a front-
end, patient-facing user interface which allows 
patients to define their privacy policy and provide 
informed consent. 

2. Access Control Services (ACS) - a backend 
control system designed to integrate with EHRs 
and HIESs and provide privacy policy 
configuration, management, decision making and 
policy enforcement. 
 
Record holders meet demands to give patients 
control over releases of their data, can 
demonstrate the justification for each release, and 
do not need a new consent for each new 
exchange of health information. Data providers 
get relief from a major administrative burden of 
handling paper forms. Consent management 
supports the growing need for Health Information 
Exchanges to improve continuity of care, 
decrease costs, support public health reporting, 
and facilitate clinical research. 

http://www.coremax.com/

