
 

 

 

 

 

 

 

  

 

 

 

 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
  

 Cyber Security, referred also as information 

technology security, focuses on protecting 

computers, networks, programs and data from 

unintended or unauthorized access, change or 

destruction. Sophisticated cyber actors and nation-

states exploit vulnerabilities to steal information 

and money and are developing capabilities to 

disrupt, destroy, or threaten the delivery of essential 

services.  

  One particular growing threat to cyberspace is 

ransomware. Ransomware is a type of malware that 

prevents or limits users from accessing their system. 

This type of malware forces its victims to pay the 

ransom through certain online payment methods, 

such as Bitcoin, in order to grant access to their 

systems, or to get their data back. In 2015, FBI 

agents received almost 2,500 complaints about 

ransomware, and victims reported more than $24 

million in losses. In the beginning of 2016, the 

figure jumped to over $209 million. Researchers 

and companies are fighting back against 

ransomware and have released plenty of 

“decryptor” tools for unlocking victims’ files, but 

hackers are still finding ways to break through. 

 Cyberspace is particularly difficult to secure due 

to many factors: the ability of malicious actors and 

hackers to operate from anywhere in the world, the 

linkages between cyberspace and physical systems, 

and the difficulty of reducing vulnerabilities and 

consequences in complex cyber networks. Cyber 

Security is not only important for IT networks but 

also for Operational Technology, which are 

composed of event-driven and frequently "real-

time" software applications or devices with 

embedded software used for direct monitoring 

and/or control of physical devices and processes. 

Because of the risk and potential consequences of 

cyber events, strengthening the security and 

resilience of cyberspace has become an important 

concern for everyone. While Cyber Security is 

extremely important for health care data and 

information systems, its importance touches all U.S. 

critical infrastructure. Being a serious homeland 

security issue, sectors like energy, finance, public 

transit, and defense rely on Cyber Security to 

protect them from attack and disruption, 

 In February 2013, President Obama issued 

Executive Order 13636 - Improving Critical 

Infrastructure Cyber Security, which directed The  

National Institute of Standards and Technology 

(NIST) to work with Framework for reducing 

cyber risks to critical infrastructure. The 

Framework was created through collaboration 

between industry and government and consists of 

standards, guidelines, and practices to promote the 

protection of critical infrastructure. 

 Additionally, the National Program Office 

(NPO) was established at National Strategy for 

Trusted Identities in Cyberspace (NISTC) by the 

Secretary of Commerce to coordinate the 

implementation of the NSTIC across the public 

and private sectors.  The NPO collaborates with 

members of academia, industry, advocates and 

government agencies. The NISTC envisions a 

user-centric strategy called “Identity Ecosystem,” 

which is an online environment where individuals 

and organizations will be able to trust each other 

because they follow agreed upon standards to 

obtain and authenticate their digital identities—

and the digital identities of devices based on four 

guiding principles: (1) identity solutions will be 

privacy-enhancing and voluntary; (2) identity 

solutions will be secure and resilient; (3) identity 

solutions will be interoperable; and (4) identity 

solutions will be cost-effective and easy to use. 

 In parallel with the Framework, the Office of 

the National Coordinator for Health Information 

Technology (ONC) has developed educational 

resources around health care cybersecurity and 

risk management. For example, the ONC has 

developed the “Top 10 tips for Cybersecurity in 

Health Care” and the Security Risk Assessment 

(SRA) Tool, which helps guide small health care 

practices through the process of conducting a risk 

analysis as required by the HIPAA Security Rule. 

Furthermore, the ONC, U.S. Department of 

Health and Human Services (HHS) Office for 

Civil Rights (OCR), and other HHS agencies 

continues to create a number of resources, tools, 

guidance documents, and educational materials to 

help better integrate HIPAA and other federal 

health information privacy and security measures. 

It is important to remember that cybersecurity is a 

shared responsibility for all users. 
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